SiteFix.BG

AEKJTIAPALUA 3A
KOHOUAEHUMWANHOCT

»Eaesoc“ EOO[, EMK 205573828, cbe cepanuie u agpec
Ha ynpasneHue rp. UWymeH, yn. CveauHeHue 68,
npegacrasnsBaHo ot BeHuucnas Kpacumupos OpmMaHos, B
Ka4yecTBOTO My Ha YNpaBuUTEN, N3BbPLLBALLLO AENHOCT MoJ,
TbProBCKOTO HauMeHoBaHue , SiteFix.BG", HapuyaHo no-
B[ony 3a Kkpatkocr ,SiteFix.BG*

Karc s3e npepsupg, ve:

o SiteFix.BG“ e cneyunanusmpaHa komnaHus B Bbarapus,
npefocTaBaLLa YCyr1, CBbP3aHu C MOYUCTBAHE, OAMUT Ha
CUrYpHOCTTa W NpeMaxBaHe Ha 310BpeaeH Kog, (malware)
o1 yebcaliToBe, KaKTO U OCUrypsiBaHe Ha MOAAPBIKKA U
3aWmTa, U Cce npuabpXKa KbM  Hal-BUCOKUTE
nNpodecuoHanHu, NPaBHU U ETUYHU CTaHAAPTY;

e Mexpy ,SiteFix.BG" u lMNotpebutenute Ha Herosute
ycnyrn - (,Motpebuten”) e ckauyeH aorosop  3a
npefocTaBsHe Ha ycayr npu ny6avkysaHute O6Lm
ycnosus;

e Ot 25.05.2018 r. ce npunara PernamenT (EC) 2016/679
Ha EBponenckus napnameHT u Ha Cbeeta oT 27 anpun
2016 rogMHa OTHOCHO 3aliuTaTa Ha PU3MYECKUTE /inLa
BBbB BPb3Ka C 06paboTBAHETO Ha JIMYHU JaHHU U OTHOCHO
cBO6OHOTO ABMKEHUE HA TAKMBA AAHHU U 33 OTMAHA Ha
OursktmBa 95/46/EO (O6u, pernamMeHT OTHOCHO
3awmTarta Ha aaHHure), (,GDPR"),

C HacToALWOTO
LEKJNIAPUPA:

Ya. 1. UHdopmaums 32 UHUMAEHTU CbC CUrypHOCTTa. (1)
,SiteFix.BG" u3puyHo ce 3agb/nkasa 4a He pa3Kkpuea Ha
TpeTM Jsuua  o6CTOSATeNCTBOTO, 4Ye yebcanTbT Ha
Motpebutens e 6un KOMNpoOMeETUPaH, XaKHaT, 3apa3eH
CbC 3N10BPEAEH KOZ, BKJIKYEH B YEPHU CNUCBUU WU
HeLOCTbMEeH, KaKTo M BCAKakBa WHbopMauus 3a
NPUYKHLITE, 06XBaTa U NOCNEAULUMTE OT TaKbB UHLUAEHT.

(2)  KoHcTatauumte  OT  M3BbPLIEHWUTE  OAUTH,
YCTaHOBEHUTE YSA3BUMOCTU, AOKNAAUTE U OTYETUTE,
u3rotBeHn 3a [lotpebutens, ca npeaHasHayeHu
€[lMHCTBEHO 33 HEro v He ce npenocTassaT, Ny6aMKyBaT
UM 06CHXKAAT C TPETU NLa.

(3) CtpanuTte npuemart, ye pasKpuBaHETO Ha TakaBa
UHEOpPMaLMs MOXKe Aa MPUYMHU BPeau Ha 4,06poTo uMe
U Tbproeckata penytauus Ha [loTpebutens, nopagu
KOETO 33aAb/DKEHMETO MO HaCToAWMS YieH uma

LEpesoc” EOO[, EWK 205573828
ya. Coeaunenue 68, rp. Lilymen, Boarapus
Ten.: +359 896 645 986 | info@sitefix.bg

NON-DISCLOSURE
DECLARATION

“Edevos” EOOD, UIC 205573828, with a seat and
registered address at Shumen, 68 Saedinenie Str.,
Bulgaria, represented by Ventsislav Krasimirov Ormanov,
in his capacity of Managing Director, operating under the
trade name “SiteFix.BG", herein referred to as
“SiteFix.BG”

Whereas:

e “SiteFix.BG" is a specialised company in Bulgaria
providing services related to website cleaning, security
audits and removal of malicious code (malware), as well
as website maintenance and protection, maintaining the
highest professional, legal and ethical standards;

e A contract for the provision of services has been

concluded between “SiteFix.BG” and the users of its
services (the “User”) under the published General Terms
and Conditions;

e As of 25 May 2018, Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the
processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General
Data Protection Regulation) (“GDPR”), shall apply,

hereby

DECLARES:

Art. 1. Information on security incidents. (1) SiteFix.BG
expressly undertakes not to disclose to third parties the
fact that the User’'s website has been compromised,
hacked, infected with malicious code, blacklisted or
unavailable, nor anv information concerning the causes,
scope and consequences of such an incident.

(2) The findings of the audits performed, the
vulnerabilities identified and the reports prepared for the
User are intended solely for the User and are not
provided, published or discussed with third parties.

(3) The parties acknowledge that the disclosure of such
information may cause damage to the reputation and
commercial standing of the User, and therefore the

obligation under this article is of material importance to
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CbLECTBEHO 3HAYEHME 32 A0roBopa.

(4) 3apbKeHMETo N0 an. 1Y 2 He orpaHUYaBa NPaBoTo Ha
,SiteFix.BG" na n3non3sa 0606wWeEHN U aHOHUMU3MPaHM
AaHHW — CcTaTUCTUKa 3a 6poit obcayeHu yebcaiiTose,
BMAOBE Vi HECTOTa Ha CpewaHuTe 3aniaxum, TeEXHUYECKU
06pasuy Ha 3/10BPEAEH KOA U NPUIOKEHU PELIEHUS — 33
BbTPEWHY,  U3CNeAOBaTeNCKM, 06pasoBaTeHU U
MapKeTUHrOBU LENW, NPU  YCAOBUE Ye KOHKPETEH
IMorpebuten uan HeroBuaT yebcalT He Mmorat ga Gbaar
MAEHTUGULMPAHU, NPAKO UK KOCBEHO.

(5) 3ambmkeHueTo no an. 1 He ce oTHacs 4O camoTo
obcroarenctso, ye ,SiteFix.BG" npegoctass Ha gageH
lMotpebuten nopnpvXka W 3awmta Ha yeBcant —
BK/IFOYUTE/THO KOraTe TOBA CTaHE U3BECTHO HEBOJIHO UAU B
XoAa Ha obuuaitHaTa TbProBCKa KOMyHMKaLUs —
AOKONKOTO TOBa OBCTOATENCTBO camMO no cebe cu e
Pa3/IMYHO OT MHUMAEHT CbC CUrypHOCTTa no an. 1.
HesaBucumo ot ToBa, ,SiteFix.BG“ Hama npaso na
13Mo0/13B2 HAMMEHOBAHWETO, ThProBCKaTa Mapka, 10roTo,
[OMEIHA U KOHKPETHUA Cyyait Ha MoTpebutens kato
pedepeHuMs, OT3MB, Ka3yC WAM B MapPKETUHIOBM
Matepuasiv 6e3 U3apUYHOTO NPeABapPUTENHO CbINacue Ha
Motpebutens. Cbrnacneto Moxe aa 6bAe OTTErNeHo no
BCSKO BpeMe.

Yn. 2. Obxsat Ha KOHPUAEHUMANHATa uHOpPMaLUs. (1)
,SiteFix.BG" ce 3agbmkaBa ga nasu B TallHa BCAKa
HenybauMuHa  uHOOpMauus,  KoATO  y3HaBa  3a
Motpebutens 1 HeroBaTa AeWHOCT BBLE Bpb3Ka C
NPefloCTaBAHETO  Ha  YCIYTUTE —  BKJKOYUTEHO
CbAbPXAHUETO U U3XOAHUA Koh Ha yebcaitta, 6asute
AaHHW, [AaHHUTE 33 KAMEHTU U MapTHLOPW, TbProBCKU
YCNOBUA,  BBLTPEWHU  MPOLECU,  AOKYMEHTU U
KOPECMOHAEHLMSA, KaKTO 1 HOY-Xay M TbProBcka TalHa no
CMUCBbAa Ha 3aKOHa 3a 3allMTa Ha TbproBcKaTa TaiHa.

(2) 3agbkeHueTo no an. 1 He orpaHWYaBa NPaBoToO Ha
»SiteFix.BG" fna usnonssa cobcTBEHUTE CU METOAMKM,
WHCTPYMEHTM 1 CKPUMTOBE, KakTo W obuuTe
NPOGECUOHANHM 3HAHUS W YMEHWA, NPUAOBUTU npu
paboTtaTa, [OKO/NKOTO TOBa HE PaiKpWUBa KOHKPETHa
UHpopMaums 3a Motpebutens.

Yn. 3. PedepeHuMM U ny6/AMYHO CRNOMEHaBaHe.
,SiteFix.BG" HsaMa npago Aa M3N0/3Ba HAUMEHOBAHUETO,
TbProBcKaTta MapKa, JIoroTo, JOMeiHa UAM KOHKPETHUS
cny4ait Ha MoTpebuTens Kato pedepeHuma, oT3uB, Kasyc
WM B MapKETUHIOBU MaTepuasm 6e3  U3pUYHOTO
NpeABapuUTE/IHO MUCMEHO cbrlacue Ha [loTpebutens.
Cbrnacueto Moxe aa 6b4e OTTEMNEHO NO BCAKO BPEME.

Yn. 4. Jluua ¢ pocrbn. JocTbn A0 MHPOpMauuMsTa Ha
Motpebutens ce npeaocTass eAMHCTBEHO Ha MLLATA, Ha
KOUTO TOM € HEOBXO4MM 3a U3MbIHEHWNE HA KOHKPETHaTa
pabota. Tean nuua ca 06BbP3aHKU CbC 3aAbKEHUE 32

the contract.

(4) The obligations under Paras. 1 and 2 do not restrict the
right of SiteFix.BG to use aggregated and anonymised
data — statistics on the number of websites serviced, the
types and frequency of threats encountered, technical
samples of malicious code and the solutions applied — tor
internal, research, educational and marketing purposes,
provided that no individual User or its website can be
identified, whether directly or indirectly.

(5) The obligation under Para. 1 does not extend to the
mere fact that SiteFix.BG provides website maintenance
and protection to a given User — including where this
becomes known inadvertently or in the course of ordinary
commercial communication — insofar as that fact is, in
itself, distinct from a security incident under Para. 1.
Notwithstanding the foregoing, SiteFix.BG shall not use
the name, trademark, logo, domain or specific case of the
User as a reference, testimonial, case study or in
marketing materials without the express prior consent of
the User. Such consent may be withdrawn at any time.

Art. 2. Scope of confidential information. (1) SiteFix.BG
undertakes to keep confidential any non-public
information about the User and its business which it
learns in connection with the provision of the services —
including the content and source code of the website, the
databases, data on customers and partners, commercial
terms, internal processes, documents and
correspondence, as well as know-how and trade secrets
within the meaning of the Trade Secrets Protection Act.

(2) The obligation under Para. 1 does not restrict the right
of SiteFix.BG to use its own methodologies, tools and
scripts, as well as the general professional knowledge and
skills acquired in the course of the work, provided that
this does not disclose any specific information about the
User.

Art. 3. References and public mention. SiteFix.BG shall
not use the name, trademark, logo, domain or specific
case of the User as a reference, testimonial, case study or
in marketing materials without the express prior written
consent of the User. Such consent may be withdrawi at
any time.

Art. 4. Persons with access. Access to the User’s
information is granted solely to those persons to whom it
is necessary for the performance of the specific work.
Such persons are bound by a confidentiality obligation of
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KOHUAEHLMANHOCT CbC Chlums 0bxsar, Kato ,SiteFix.BG"
OTroBaps 3a CNa3BaHETO My OT TAXHa CTPaHa.

Yn. 5. JaHHu 3a pgocren. [lpeaoctaBeHute oOT
Motpebutens paHHM 33 [ocTbn 4O HerosaTa
MHOPACTPyKTypa — XOCTWUHr akayHT, FTP/SFTP, SSH u
afMUHUCTPaTUBEH MaHen — ce TpeTupaT KaTo CTporo
KOHDUAEHUMANHU, CbXPaHABAT Ce MO 3alMTEH HauuH,
U3MoN3BaT Ce& eAUHCTBEHO 3a Bb3NIOXKEHaTa pabora u ce
3anu4aBar B cpokosete no O6wure ycnosus.

Yn. 6. Juynu paHHU. Korato npu u3nbaHEHUE Ha
ycnyrute |, SiteFix.BG" nosnyyaBa 4OCTbMN 40 IMYHU AAHHM,
3a KOMTO  aAMUHUCTpaTop € MoTtpebutensr,
06paboTBaHeTO Ce M3BbLPLWBA E€AUHCTBEHO MO HEroBO
HapewgnaHe U ce ypexpaa oT CnopasyMeHuetro 3a
obpaboTtBaHe Ha MYHU AaHHU — MpunoxeHue N2 3 KbM
O6uwmTe ycnosus.

Yn. 7. MWUsknoveHusa. (1) 3agbmkeHuero  3a
KOHUAEHLMANHOCT He ce OTHacA A0 UHPOPMaLMA, KOATO
€ nyb/iMyHo u3BecTHa, 6e3 ToBa fa Ce AbMKU Ha
HapyleHue oT cTpaHa Ha ,SiteFix.BG", wam e 6una
u3pectHa Ha ,SiteFix.BG“ npean npepocraBsHeETO 1 OT
MoTtpebutens, 6e3 3aab/HKEHUE 33 NOBEPUTENTHOCT.

(2) B cnayyait Ha 3aAb/DKEHME MO CUMAATa Ha 3aKOH UM
NMOA33aKOHOB aKT, pa3nopeXAaHe Ha [bP)KaBEH OpraH,
cbaebeH aKT UAM UCKAHE Ha KOMMETEHTEH HaA30peH
OpraH 3a paskpuaHe Ha uHdopMauus Ha MoTpebutens,
,Sit2Fix.BG" pa3kpuBa caMo MUHUMAIHO HEOBXOAUMOTO,
yBefomMsBa MNoTtpeburtens, Korato ToBa e A0nycTuMo, U He
HOCW OTTOBOPHOCT 3a TaKOBa pPa3KpuUBaHe.

Yn. 8. CpaK. 3a4b/MKEHNETO 32 KOHGUAEHUUANHOCT MO
HacTosWwaTa Aeknapauus e 6e3cpoyHo U NpoabaKaea Aa
[EeNcTBa W Cnef NpekpaTaBaHe Ha  [OroBopHUTE
OTHOLUEHUSI MeXAy CTpaHuTe.

Yn. 9. Hactoswarta peknapauyus ponbiasa Obuwute
ycnosus u Npunoxenne N2 3 KbM TAX U HE U3MEHS, He
paswupsiBa U He aeporupa npeapuaeHuTe B TsX nNpasea,
3a4b/KEHUS U OrPaHUYEHUSt HA OTFTOBOPHOCTTA.

Mpu npotuBopeuns B 6GBArapCcKUsS U aHMIMUCKUS TEKCT,
6BArapcKUAT TEKCT UMa NPeaUMCTBO.

15,09, 2046

Shumen

LEnesoc” EOUL, EWK 205573828
yi. Coeaunenne 68, rp. Llymen, Boarapus
Tein.: +359 896 645 986 | info@sitefix.bg

the same scope, and SiteFix.BG is responsible for their
compliance with it.

Art. 5. Access credentials. The access credentials
provided by the User to its infrastructure — hosting
account, FTP/SFTP, SSH and administrative panel — are
treated as strictly confidential, stored securely, used
solely for the assigned work and deleted within the
periods set out in the General Terms and Conditions.

Art. 6. Personal data. Where, in the course of providing
the services, SiteFix.BG obtains access to personal data
for which the User is the controller, the processing is
carried out solely on the User’s instructions and is
governed by the Data Processing Agreement — Annex No.
3 to the General Terms and Conditions.

Art. 7. Exceptions. (1) The confidentiality obligation does
not apply to information which is publicly known, other
than as a result of a breach by SiteFix.BG, or which was
known to SiteFix.BG prior to its disclosure by the User,
without an obligation of confidentiality.

(2) In the event of an obligation by virtue of a law or
statutory instrument, an order of a state authority, a
judicial act or a request of a competent supervisory
authority to disclose information of the User, SiteFix.BG
shall disclose only the minimum necessary, shall notify the
User where permissible, and shall not be liable for such
disclosure.

Art. 8. Duration. The confidentiality obligation under this
declaration is of indefinite duration and continues to
apply after the termination of the contractual relationship
between the parties.

Art. 9. This declaration supplements the General Terms
and Conditions and Annex No. 3 thereto and does not
amend, extend or derogate from the rights, obligations
and limitations of liability provided for therein.

In case of discrepancies between the Bulgarian and the
English text, the Bulgarian text shall prevail.

3a ,EpeBoc” EOO/ (SiteFix.BG) / On behalf of “Edevos” EOOD (SiteFix.BG):
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